I. INTRODUCTION
Brand protection and product authentication rely on the ability to apply a distinctive marking on original products. 1 Among these markings, covert security features are used by manufacturers to identify their products as authentic and rely on the creation of a hidden security pattern on the product to protect. Several techniques have been developed to generate covert security patterns such as invisible printing, laser coding, and digital watermarking. [2] [3] [4] [5] [6] [7] These techniques require specialized equipment for fabricating and authenticating security features, and therefore, present a barrier to counterfeiting. However, in all these techniques, the exact parameters to create the features must be kept confidential, because knowledge of the fabrication conditions is sufficient to reproduce them. One way to mitigate this issue is to take advantage of statistical fluctuations that are intrinsic to the fabrication method. An ideal technique would introduce statistical fluctuations that make each pattern unique no matter how well the fabrication conditions are reproduced, yet create features that cannot be easily made by other methods. One technique that fulfills these requirement is optical trap assisted nanopatterning (OTAN), which uses a Bessel-beam optical trap to position a microsphere to be used as a near-field optical element. [8] [9] [10] [11] [12] Besides introducing statistical fluctuation, the Bessel beam optical trap has the advantage of self-positioning the bead at the optimal distance from the substrate, which eliminates the complicated step of precise vertical focusing in the alignment process.
Upon illumination with an appropriate pulsed laser, a microsphere focuses the laser light to a subwavelength-sized spot and creates surface features as small as 100 nm. The feature creation is dependent on the exact position of the microsphere relative to the laser and to the substrate, and small fluctuations in position lead to small fluctuations in shape and size of the features. In this case, the Bessel-beam nature of the optical trap means that the statistical fluctuations associated with Brownian motion of the bead are significantly greater along the optical axis than orthogonal to the optical axis. 13 Most OTAN literature has dealt with the fundamental principle and the development of the OTAN technique. In this paper, for the first time, we demonstrate nanopatterns on silicon and present an application for OTAN that specifically takes advantages of the technique's unique features. More precisely, we exploit fluctuations along the optical axis of an optically trapped microsphere to create unique patterns that are virtually impossible to reproduce even when using the identical processing conditions. We utilize OTAN to create anticounterfeiting patterns on silicon, a technologically important material, and a substrate for high added-value devices. This approach takes advantage of the multiscale nature of the patterns by enabling a three-level authentication process with increasing levels of spatial resolution based on optical microscopy, scanning electron microscopy (SEM), and atomic force microscopy (AFM).
II. EXPERIMENTS' DETAILS

A. Sample preparation
The sample on which patterns are created is a silicon substrate cleaned in a Piranha solution and hydrogen terminated in a hydrofluoric acid solution according to standard practices.
14 OTAN requires the sample to be immersed in a liquid in which microspheres are optically trapped. To that end, the substrate is assembled into a wet cell: a hollow square of double-sided tape is applied to the substrate, creating a cavity in which we pipette a suspension containing 4000 particles/ll of 2lm diameter polystyrene microspheres. The wet cell is sealed by placing a glass cover slip on the top. Finally, the sample is placed upside-down on a MATLAB-controlled piezostage.
B. Nanopatterning by OTAN
The experimental setup for OTAN system is shown in Fig. 1 . Two lasers are used: a continuous wave laser (Spectra Physics, Model VHP80-106Q) with a wavelength of 1064 nm for trapping particles and a pulsed nanosecond laser (Spectra Physics, Model VSL-337ND-S) with a wavelength of 337 nm for material processing. The pulse duration is 4 ns. The stage speed is constant (5 lm/s), and the repetition rate varies with the distance between pulses (0.4-10 Hz). The trapping laser is sent through an axicon lens with a microscope objective and imaged to the focal plane of the objective to create a Bessel beam optical trap. Then, the processing laser is focused by the objective to a spot of 1.45 lm in diameter on the substrate and aligned with the trapping beam. To make a nanofeature, we trap a bead with the trapping laser and bring it to the selected location on the substrate. We then illuminate the bead with a processing laser pulse, which induces material modification underneath the bead. A pattern made of many individual features is realized by moving the piezostage, and repeating the operation until the desired pattern is completed. At the end of the experiment, the substrate is separated from the cover slip and tape and rinsed with deionized water to eliminate any residue. The features and patterns are imaged with an optical microscope, a Quanta 200 FEG Environmental Scanning Election Microscope (ESEM) and a Digital Dimension Atomic Force Microscope (AFM).
III. RESULTS AND DISCUSSION
A. Nanofeatures on silicon
At first, we investigate the creation of individual nanoscale features on silicon. We find that two different types of features are created: nanocones and nanoholes, depending on the laser fluence. SEM images ( Fig. 2(a) ) show the differences between a nanocone (left) and nanohole (right), but the detailed height and width of the features cannot be obtained. Rather, AFM characterization is needed to determine the precise depth or height of the feature (Fig. 2(b) ). In order to quantitatively compare the features, we fit the cones and holes to a two-dimensional (2D) Gaussian function, from which we extract the height and full-width-at-half-maximum (FWHM). In the case of Fig. 2(b) , the nanocone has a height of 22 nm and the nanohole is 27 nm deep. The average height and FWHM from 60 data points at each fluence is shown in Fig.  3 . The plot of height versus fluence reveals three zones ( Fig.  3(a) ). At low fluences, no modification of the silicon occurs and the height is zero. When the fluence increases, there is a range where the height is positive and cones are formed. Finally, in the highest fluence range, the height becomes negative as nanoholes are created on the silicon surface. The boundaries between the three regions are not clearly defined, because the fluence resolution of our experimental setup is not sufficient to observe sharp transitions. However, we believe this transition occurs with continuous change from one regime to another based on the mechanism proposed below. The creation of nanocones and nanoholes on silicon has been described previously in the literature, but only separately, and two different mechanisms have been proposed. The nanocone features might be created by the difference in density between the liquid and solid silicon during phase transformation. [15] [16] [17] [18] [19] Upon irradiation with a laser pulse, silicon is locally melted. depthwise. Solid silicon has a lower density than liquid silicon, therefore, silicon expands upon resolidification and pushes the molten liquid silicon to the center and forms a hump. Although this mechanism is still not fully verified, most researchers accept this hypothesis based on the experimental results and available simulation. 19 This explanation is valid for silicon thin films. The case in bulk silicon has not been investigated, but we believe that the result would be similar to the thin film case. In the case of the nanohole, the Marangoni effect dominates. 20, 21 The surface tension of liquid silicon has a negative temperature dependency. Therefore, after the laser pulse, the surface tension at the edge is higher than at the center, which drives the liquid silicon to the edge and forms a volcano crater. The surface tension effect becomes significant only when a higher laser fluence is applied to the substrate because the gradient of the laser intensity increases with the laser fluence. These two effects are present simultaneously but compete with each other, so that at low fluence the resolidification dominates, therefore creating nanocones, whereas at high fluences, the surface tension effect is more important and craters are formed.
B. User-designed pattern on silicon
In order to serve as a security pattern, multiple distinguishable features encoded in the pattern are needed. The OTAN system is a direct-write technique, so one can design the spacing and pattern shape as needed without resorting to multiple layers of photomasks with different spacing and patterns. We outline a Princeton shield with nanocones on silicon for demonstrating the direct-write ability, as shown in Fig. 4 . Since the pattern is composed of several nanofeatures, the distance between each nanofeature has to be defined. It is important to take the resolution of the nanopattern into consideration when we design and generate security markings. Therefore, we investigate different spacings between individual pulses. The smallest spacing that one can choose before an individual nanocone begins to overlap with its neighbor is the diameter at base, about 500 nm according to the 2D Gaussian fit in our case. Figure 5 shows the average height and FWHM of the nanocones in a 10 Â 10 array determined by fitting a 2D Gaussian to each feature. When the feature separation is between 500 and 1000 nm, the average height of nanocones is around 10-20 nm, but when the separation increases to 1500-2000 nm the average height of the nanocones increases to around 30-40 nm. The FWHM appears to be less sensitive to the feature separation.
The phenomenon of feature spacing dependency has not been fully studied, but we propose that the decrease in height at smaller spacings is due to the fact that the heat affected zone of subsequent laser pulses overlaps with existing nanocones. We propose that the existing nanocones are remelted and reform a new structure after the succeeding laser pulse illuminates the nearby area. In order to verify the hypothesis, we used a 3D Maxwell solver from Lumerical Computational Solution, Inc. The simulation domain contains a 2 lm polystyrene bead in water and a silicon substrate. The bead-substrate spacing is set to be 50 nm, which based on our former research, is the typical separation distance of the OTAN system. 8 The refractive indices for the polystyrene bead, water, and silicon substrate are 1.62, 1.34, and 5.64, respectively. We assume absorbing boundary conditions at the left, right, and bottom boundaries. At the top boundary, a linearly polarized beam with a plane wave front and a wavelength of 337 nm propagates normally to the silicon surface, which has a silicon nanocone 500 nm away from the center of the beam to simulate the situation when the subsequent laser pulse creates the next silicon nanocone. The intensity enhancement factor is calculated based on the time-averaged Poynting vector at the last interaction cycle. We slice the simulation domain and show the intensity result on the top of silicon substrate in Fig. 6 , which indicates the area where one sees significant intensity enhancement is in the center of the beam, within 500 nm in radius. This enhancement profile suggests that the succeeding processing laser pulse will illuminate an existing silicon nanocone and remelt it to form a modified structure smaller in height.
C. Anticounterfeit pattern
An ideal anticounterfeiting strategy should prevent the exact reproduction of a security marking even when using the same parameters and the same technique. As we have discussed, we are able to generate a user-designed anticounterfeit pattern with feature size smaller than the diffraction limit by OTAN. The Brownian motion associated with the trapped bead varies the z-position of the bead while the nature of the Bessel beam trap retains a high resolution in the x-y plane. 18 Thus, the morphology of each feature is slightly free to vary from spot to spot. In addition, the remelting mechanism for closely spaced features adds uncertainty as demonstrated in Fig. 5 . These size and shape variations ensure that the nanofeatures on the genuine item are truly unique.
Pattern authentication by examining nanoscale features accurately can be time consuming and expensive. In order to reduce the effort, we propose that the OTAN-created pattern is suitable for a multilevel authentication procedure such that each succeeding level brings an additional layer of security while being more time and cost intensive than the previous one. In practice, after the pattern is produced on the genuine item, an optical, an SEM, and an AFM image of the pattern are recorded and stored as reference. When authentication of the item is needed, one can compare the measured images with the reference images. In Fig. 7 , we repeat the creation of a pattern in multiple locations on the silicon wafer where each feature in the pattern is created using the identical conditions. In this case, we can compare the two patterns directly. In the first level, the optical image provides the outline of the pattern, as seen in the top box of Fig. 7 . The laser pulse causes a change in reflectivity in the heat-affected zone, 22 which is significantly larger than the actual nanofeature and is therefore able to be resolved in the optical image. The size of the individual features making up the pattern is smaller than the diffraction limit, thus microscope cannot resolve this information. However, the general shape and location of the pattern can be obtained through optical methods. Based on this image, one would infer that the two patterns and all features within are identical within the uncertainty of this verification protocol. In the second level examination involves the use of SEM to obtain a high resolution image of the features. SEM is able to elucidate the shape (nanohole versus nanocone) and location of each nanofeature but not able to obtain the detailed height information. Figure 7 demonstrates that all the features in both patterns are nanocones. However, the difference between the two patterns is slight and difficult to quantify. For instance, differences between the two features in the circled region cannot easily be distinguished in this method. At the final level of examination, we use AFM to obtain the height information of the features. This type of investigation can be expensive and time consuming but is necessary only for ultimate verification if desired. Here, one can easily see the differences between the individual nanocones. In particular, a line scan through the two similar nanocones from the SEM reveals that in fact, their heights differ by a factor of 3. This multilevel verification process ensures that a pattern is genuine and not reproducible even if the exact same system parameters are used. However, this particular example was perhaps the worst case scenario in that we used the same system to create the features. In general, if one were to reproduce our setup and acquire similar microbeads to produce patterns, it would be likely that the first two screening techniques would reveal variation in the patterns.
IV. CONCLUSION
In this paper, we investigated the use of OTAN to create unique covert security features on silicon for the protection of high added-value products. We exploit the statistical fluctuation intrinsic to OTAN to create truly unique patterns on silicon that cannot be reproduced even with the identical conditions. One can produce either nanocones or nanoholes by simply changing the laser fluence, and combined with the direct-write nature of the OTAN process, a multilevel encoding system can record binary information in the pattern. The patterns themselves can be imaged by optical microscopy, SEM, and AFM to provide a three-level authentication process where each level increases the resolution and provides additional information about the pattern. Thus rapid, inexpensive screening or more expensive high resolution characterization can be selected based on the user needs for authentication.
